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ABSTRACT KEYWORDS
Information security (ISec) is a pervasive concern of individuals, orga- Information security threats;
nizations, and governments. To encourage individuals to engage in fear appeals; protection
and learn about secure behaviors, ISec research has turned to fear motivation theory;
appeals, which are short messages that communicate threats and COEStr”al'I?V‘?I theory;
efficacy to elicit protection motivation among recipients. ISec research ;);hzrvsiicrgnty, secure
has reported contradictory findings on what makes fear appeals effec-

tive in 1Sec contexts, and this lack of clarity is problematic, because it

may lead to incorrect conclusions. For example, some studies have

argued that the mixed findings arise from differences between perso-

nal and organizational contexts and that fear appeals do not work well

among organizational users. However, this argument has not been

empirically tested, and differences in message design provide an

equally plausible explanation, which has also not been tested. To

reconcile the mixed findings across these studies, we test the effects

of context (i.e., personal users vs. organizational users) and degree of

message abstractness (i.e., abstract vs. concrete) on fear-appeal out-

comes. We draw from construal-level theory to conceptualize the

differences between abstract and concrete fear appeals. Across three

experiments, we find evidence that concrete fear appeals are more

effective than abstract fear appeals for the purpose of stimulating fear-

appeal outcomes. Furthermore, by comparing two identical experi-

ments—one conducted with personal users and another conducted

with organizational users—we find differences in participants’

responses to fear appeals. However, contrary to our expectations, our

findings suggest that organizational users report higher levels of fear

and protection motivation than personal users. This finding is not

a theoretical contradiction: the theoretical crux of an effective fear

appeal is that it must be personally relevant to stimulate fear; corre-

spondingly, we show that concrete fear appeals help stimulate fear

and the desired protective response. Moreover, concrete fear appeals

increase actual compliance behaviors, not just intentions. Thus, our

findings suggest that the mixed findings in the literature may be

a product of message abstractness and differences among audiences.

This has pivotal implications for how to construct fear appeals in

research and practice.
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Introduction

Fear appeals have emerged as a key tool to improve information security (ISec). Fear
appeals communicate a combination of threat and efficacy as a means of evoking positive
changes in behavior [81, 105]. Originally developed in the healthcare literature, they use
personally relevant threats such as AIDS [e.g., 22] or lung cancer [e.g., 21] to promote
health-protective behaviors. Due to the efficacy of fear appeals in health research, ISec
scholars have examined their capacity to encourage ISec-relevant behaviors, such as
compliance with ISec policies [e.g., 9, 20, 50].

However, the ISec literature is replete with mixed findings on the efficacy of fear
appeals [98]. Despite their common use of protection motivation theory (PMT), ISec
studies have reported contradictory evidence on every predictor of fear-appeal effective-
ness. Whereas the original healthcare literature established, via multiple meta-analytical
studies, that threats and fear are key determinants of fear-appeal outcomes regardless of
the theory involved [27, 81, 105], only some ISec studies confirm these relationships
[e.g., 9, 64]. Other ISec studies report contradictory evidence that cast doubt on whether
ISec fear appeals should focus on threats and fear [47, 50, 101]. Given these mixed
findings, it is unclear how to design effective fear appeals for an ISec context.

One possible explanation for these mixed findings is the subtle differences between the
user contexts of studies [48, 50, 101]. Some studies apply fear appeals to personal users,
using ISec threats that target personal assets, others apply them to organizational users
(i.e., employees), using threats that target organizational information assets. The logic here
is that because organizational assets are of less personal relevance to individual employees,
organizational ISec threats will be seen as less personally relevant [48, 50, 66, 101] and will
thus be less likely to deliver a personally relevant threat that generates fear [101]. However,
this explanation has not been validated because researchers have not compared fear
generation among personal users versus organizational users in the same study.
Whether context can account for the mixed findings of ISec fear-appeals studies thus
remains an open question.

Further explanations may help to untangle the mixed findings. In this paper, we also
investigate message abstractness, which is the extent to which fear appeals are abstract or
concrete. Abstract fear appeals are messages that are more generic and thus describe
threats and responses in a high-level fashion (e.g., “victims need to put forth substantial
effort to recover from spear-phishing attacks”), whereas concrete fear appeals are specific
and describe threats and responses with rich detail and examples (e.g., “you will need to
employ lawyers to recover from spear-phishing attacks”). The degree of message abstract-
ness used by ISec studies varies considerably, which may determine whether a threat is
personally relevant enough to generate fear. Whereas some ISec studies have relied on
concrete fear appeals [e.g. 9, 64], the majority of studies present threats more generally or
abstractly [e.g. 50, 66, 101]. Regarding fear appeals, heterogeneity in message abstractness
may be problematic, because it may cause divergent findings and impede the development
of a cumulative understanding of how fear appeals motivate ISec behavior [107]. It is also
unclear which fear-appeal type is more effective; thus, examining the role of message
abstractness may offer a clearer explanation of the mixed findings.

To understand whether message abstractness or context can explain the mixed findings,
we ask, What are the effects of message abstractness and user context on fear-appeal
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outcomes? To conceptualize message abstractness, we draw from construal-level theory
(CLT) to craft abstract and concrete fear appeals. To explore the effects of message
abstractness and context, we conduct three field experiments using samples drawn from
personal and organizational users. Study 1 sampled personal users as participants, and
Study 2 sampled employees as participants. Thus, our research is the first to test the effect
of a single fear appeal among two different populations. Study 3 then retests our hypoth-
eses using a distinct set of manipulations, which provides further evidence for the
robustness of our findings.

Background on fear appeals and construals
Fear appeals and protection motivation theory (PMT)

Fear appeals were developed as an intervention to stimulate positive behavioral change
among large audiences in health-communication contexts (e.g., smoking cessation,
weight loss). These behavioral interventions, based on threat and efficacy messages,
have been frequently studied in the context of public service announcements and
health communication [22, 95, 105-107]. Similarly, fear appeals have frequently been
studied in ISec research to understand how to motivate more secure behaviors among
personal users and employees [e.g., 9, 50, 66, 98]. Scholars have developed several
theories to explain what makes fear appeals effective. In ISec research, PMT [80, 81] is
the primary theoretical foundation for studies that have applied fear appeals to
promote ISec [98].

To explain fear-appeal effectiveness, PMT suggests that fear-inducing communications
from threat and efficacy (i.e., fear appeals) trigger a sequence of cognitive appraisal processes
that predict protection motivation. The first process is the threat appraisal process, which
evaluates threat severity perceptions (i.e., recipients’ beliefs that an ISec threat is serious and
potentially severe) and perceived threat vulnerability (i.e., recipients’ expectations that they
will be susceptible to a particular threat) [83]. Crucially, PMT explains that people must
consider the threat to be personally relevant to be effective, which can lead to protection
motivation, but only if the recipients have adequate coping mechanisms [27, 82]. PMT
originally downplayed the role of fear in fear appeals [80, 81], but it emerged as a factor in
later versions [9, 27, 82], as fear emerged as increasingly fundamental in other competing
theories [cf. 105, 106, 107]. Several meta-analyses across broader fear-appeals research
support fear’s ability to shape motivation and have found that it mediates the relationship
between threats and protective motivation [e.g., 27, 94, 95, 107]. Likewise, ISec researchers
have treated fear as a mediator between threat perceptions and protection motivation.
However, this has only been done in studies that used fear appeals in personal security
contexts [9]; it has yet to be fully tested in an organizational ISec setting. The threat
appraisal process also involves perceptions of maladaptive rewards, which are rewards
gained from not mitigating the suggested threat, such as not complying with the recom-
mendation conveyed by the fear appeal [27].

Subsequent to the threat appraisal process is the coping appraisal process, which
evaluates the recommended coping response (suggested options for protecting against
the threat) and one’s ability to execute the response. The recommended coping
response is_evaluated in terms of its response efficacy (i.e., recipients’ belief in the



726 (&) SCHUETZ ET AL.

Table 1. Conflicting evidence in ISec fear-appeal research.

Supporting Evidence Contradicting Evidence
PMT Constructs Personal Organizational Personal Organizational
Threat severity [6, 9] *[17] [50, 101] *[34] *t[77] *[10] *[36] [9, 66] *[49] *[67] *[8]
Threat vulnerability [6] *[17] *[49] *[36] [9, 66] [50, 101] *[67] *[34] *[8]
Fear [9] n/a n/a [101] *[77] *[10]
Maladaptive rewards [64] *[771 *[10] [9] *[67]
Response efficacy [66] [47, 50, 101] *[34] *[77] *[10] [9, 64] *[49] *[36] *[8]
Self-efficacy *171 [47, 50, 101] *[34] *[36] [9, 64, 66] *[49] *[67] *[8]
Response costs [9] *[67] *[34] *1[77] *[10] [64] *[49] *(8]

Notes: PMT, protection motivation theory. * Studies that did not use fear appeal manipulations to test their PMT-based
theories. t Supporting evidence reported only for employees with high organizational commitment.

efficacy of the protective action) in conjunction with self-efficacy (i.e., their perceived
ability to actually perform the protective action) versus response costs (i.e., all costs or
expected costs that arise from carrying out the protective response) [27]. PMT predicts
that recipients will engage in recommended protective responses only if the noxious-
ness of the threat outweighs the associated maladaptive rewards and only if
the recommended coping response is perceived as executable, efficient, and affordable
[9, 27, 62]. Crucially, what this means is that the threat and subsequent fear are just one
part of an effective fear appeal; a fear appeal should ideally also increase one’s sense of
efficacy to cope with the threat and fear; if not, too much fear with too little efficacy can
cause a maladaptive response instead of protection motivation [9]. Table 1 details all
the potential constructs of PMT and Supplemental Online Appendix Figure 1.1 depicts
them in a nomological network of constructs.

Mixed findings in ISec fear-appeal research

Despite several years of ISec research on fear appeals [9, 48], researchers are still working
toward a cumulative body of knowledge [98] because studies report contradictory findings
(see Table 1). Even though these studies share a foundation in PMT, conflicting findings
exist for every core construct in PMT’s nomological network of constructs. Some studies
have found that protection motivation is driven by threat severity [e.g., 6, 9, 50], others
have not [e.g., 49, 66, 67], some have found that protection motivation is driven by
response efficacy [e.g., 47, 50, 66], and others have reported contradictory findings [e.g.,
9, 49, 64]. These examples illustrate that the extant ISec research is unclear about the
factors that drive protection motivation.

Two potential explanations can help unravel these mixed findings. One explanation
is that these studies were conducted in different contexts [48, 50, 101]. This explanation
suggests that whereas security threats in personal contexts have personally relevant
consequences (i.e., loss of personal data), ISec threats in organizational contexts are
organizationally relevant (i.e., loss of organizational data) but lack personal relevance
and thus are surmised to be less effective with organizational users [48, 50, 101].
However, this hypothesis has not been validated, because no study has compared the
efficacy of a single fear appeal on personal versus organizational users.

Furthermore, studies conducted in the same context sometimes report contradictory
evidence. Although some studies have found that threat severity drives protection motiva-
tion in_organizational contexts [50, 101], studies conducted in an organizational setting
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have not found such evidence [49, 67]. Analogously, mixed findings have also been
reported among studies conducted in a personal context [e.g., 6, 9, 64, 66]. Another
intriguing finding is that employees with higher organizational commitment experience
higher levels of threat, efficacy, and protection motivation than those with less commit-
ment—implying that organizational ISec threats have the potential to be important and
relevant to some employees [77]. However, the same study did not actually deliver
manipulated fear appeals to employees to determine whether such a manipulation could
increase the personal relevance of the appeals.

A second explanation is related to fear-appeal manipulations. Few ISec studies have
actually delivered fear-appeal treatments in their research designs; worse, some
researchers miss the point that a fear appeal should deliver both threat and efficacy,
and instead only deliver threat, which can backfire. This is problematic, because PMT
is, by definition, a theory that explains individuals’ responses to fear appeals to predict
when they are effective [80, 81]. However, as Table 1 shows, there are mixed findings
even between studies that applied fear appeals to personal users. For example, one
paper [66] found that response efficacy is a significant predictor of protection motiva-
tion, whereas others [9, 64] reported findings that suggest that self-efficacy is more
important. One study [64] found that maladaptive rewards drive protection motiva-
tion, whereas another [9] found that maladaptive rewards are insignificant. Clearly,
simply considering whether fear appeals were delivered does not lead to a sufficient
explanation of the mixed findings.

We posit an alternative, more nuanced explanation of why these fear-appeal manipula-
tions differ. The results of fear-appeal applications can differ dramatically depending on
whether the fear appeals delivered (both in raising threat and efficacy) are weak or strong
[9]. Although the broader fear-appeals literature [9, 27, 95, 105] has concluded that strong
fear appeals are those that succeed in raising threat, fear, efficacy, and ultimately protec-
tion motivation, what makes fear appeals “strong” or effective is not well understood.
Furthermore, most ISec studies have not actually measured fear outcomes (see
Supplemental Online Appendix 1 Table 1.1). The problem is that a researcher can only
know if a threat is personally relevant if it raises fear [9]. Moreover, in our review, we
observed that studies lacked consistency in how they presented threats and responses in
their fear appeals (Table Al). Thus, researchers cannot evaluate whether the mixed
findings are due to the delivery of weak or strong fear appeals. Some studies used concrete
language in their fear appeals (e.g., “the damages of data loss can amount to thousands of
dollars” or “malware will make your computer inoperable”), whereas others employed
abstract language (e.g., “data loss can have financial consequences” or “malware can harm
your computer”).

Crucially, in our review, a pattern emerged that suggests that concrete messages may be
more effective than abstract messages in delivering personally relevant threats that elicit
fear. This is evident in Supplemental Online Table 1.1: All studies reporting positive fear
responses used concrete fear appeals, whereas the only study reporting negative fear
responses used abstract fear appeals. If message abstractness does, in fact, determine
whether fear appeals are weak or strong—due to the degree to which they are personally
relevant—message abstractness is likely a key factor that can explain the mixed findings in
the literature and can guide ISec research toward building more effective messages.
Consequently, our research is driven by this compelling opportunity to determine whether
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the mixed findings in the literature can be readily explained by differences in message
abstractness.

Construal-level theory (CLT)

We leverage CLT to conceptualize message abstractness. CLT' is a psychological theory
that explains how individuals mentally represent distant objects, actions, and events. The
mental representations of these objects, actions, and events are called construals [26, 90].
CLT suggests that construals can differ in their degree of abstractness. For example, an
abstract representation of an event could be “phishing attack,” whereas a more concrete
representation could be “phishing email from WellsFargo.” Because CLT describes how
abstract construals differ from concrete construals, we use CLT as a conceptual foundation
to explain how abstract fear appeals differ from concrete ones. Fear appeals are like
construals in that they represent threat events and coping actions but do so in the form
of a persuasive message. However, the conceptual differences between abstract and con-
crete construals are still useful for conceptualizing the differences between abstract and
concrete messages, because as respondents read a message, they will make a mental
representation of it in a corresponding abstract/concrete form. Persuasion researchers
have applied CLT to justify how users conceptualize differences in messages [e.g., 29, 53,
69]. Thus, we follow this research to conceptualize message abstractness based on different
construals, per CLT.

CLT suggests that abstract construals differ from concrete construals in their features
and their associated psychological distance (Table 2). First, abstract construals are more
generic and schematic than concrete construals, which are more specific and detailed
[26, 90]. Abstract construals describe events or actions with high-level features, whereas
concrete construals use low-level features [96].2 Abstract construals have fewer features
than concrete construals, because abstract construals omit incidental details and focus
on the central features of what they represent, whereas concrete construals provide
incidental, more peripheral details of what they represent [26, 90]. We posit that such
incidental details can make a crucial difference in conveying the necessary personal
relevance of an effective fear appeal.

CLT suggests that abstract construals are useful for judging the desirability of what is
represented, whereas concrete construals are useful for judging the feasibility of what is
represented [4, 96]. The high-level features of abstract construals thus help individuals
assess why an event or action should be sought or avoided, whereas the low-level features
of concrete construals help individuals assess how these events can be avoided. Thus,
feasibility appraisals entail judgments related to coping and efficacy.” Accordingly, in

Table 2. Conceptualizing message abstractness based on CLT.

Dimensions Definition Abstract Concrete
Features The degree to which Generic (e.g., phishing is Specific (e.g., phishing asks for your
descriptions are generic or dangerous); Focus on credit card information); Focus on
specific desirability (i.e., why) feasibility (i.e., how)
Psychological ~The degree to which an event/ Distal (i.e., in the future, far Proximate (i.e., now, here, self,
distance action is depicted as being close away, others, hypothetical) realistic)
or far away

Notes: CLT, construal-level theory.
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contrast to the features of abstract construals, which are more generic and focus on
desirability, the features of concrete construals are more specific and focus on feasibility.
The latter should thus be more effective in strengthening both the personal relevance of
a threat and the subsequent efficacy.

CLT further suggests that abstract and concrete construals are associated with psycho-
logical distance [57, 92, 96], which is the degree to which an event or action is perceived as
close or far away [96]. For example, a spear phishing attack could be perceived as a distal
event (i.e., in the distant future) or a proximate event (i.e., very soon). When events or
actions are seen as distal, according to CLT, they are associated with abstract mental
representations; when they are perceived as proximate, they are associated with concrete
mental representations. That is, events or actions that are psychologically distal (e.g., in
the future) evoke a judgment of desirability (e.g., “why should someone avoid phishing
attacks three months from now?”), whereas construals that are psychologically close (e.g.,
now) evoke a judgment of feasibility (e.g., “how can I avoid a phishing attack right now?”).

CLT explains that psychological distance has four dimensions: temporal (i.e., now vs. in
the distant future), spatial (i.e., here vs. far away), social (i.e., me vs. others), and
hypothetical (i.e., realistic vs. hypothetical). A construal is perceived as psychologically
proximate if it is seen as present in the here (spatial) and now (temporal) and if one feels
that it realistically (hypothetical) involves oneself (social). A construal is perceived as
distant if it is located in the future, in another place, involves others, or occurs
hypothetically.

CLT also explains that there is a bidirectional association between features and psy-
chological distance [4, 93, 96]. Thus, when construals are psychologically proximate, they
will exhibit low-level features; when they are psychologically distal, they will exhibit high-
level features. Crucially, the delivery of a fear appeal that is proximate—rather than distant
—should increase both the personal relevance of the threat and the consequent efficacy—
yielding a more effective fear appeal.

Hypothesis development

Next, we propose hypotheses that explain why message abstractness (H1) and context (H2)
may affect recipients’ responses to fear appeals. Figure 1 illustrates our research model.

Message abstractness: The effect of concrete and abstract fear appeals

Again, the central tenet of CLT is that people judge objects, events, or actions in terms of
either feasibility or desirability and, accordingly, form concrete or abstract construals to
support this judgment [57, 92, 96]. CLT proposes that these concrete or abstract con-
struals are thus either specific and psychologically proximate or generic and psychologi-
cally distal [4, 96]. Fear-appeal recipients may similarly form concrete and abstract
construals to enable a specific type of judgment. If a recipient forms a concrete construal,
the fear appeal will be evaluated in terms of the feasibility of the depicted threat event and
action recommendation. In such circumstances, recipients will consider “How am I at
risk?” and “How can I protect myself?” In contrast, if an abstract construal is formed, the
fear appeal will be evaluated in terms of the desirability of the depicted threat event and
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Concrete /

abstract PMT Variables

Message - Threat severity

- Threat vulnerability
abstractness \H1 Fea

- Maladaptive rewards
H - Response efficacy
- Self-efficacy
- Response cost

\

Context

- Protection motivation

Personal /
- Compliance behavior

organizational

Figure 1. Research model.

action recommendation. Recipients will consider “Why do I need to avoid this threat?”
and “Why should I perform this response?”

Fear appeals influence which construals are formed. This is because (1) concrete fear
appeals can provide specific, low-level details that stimulate the formation of concrete
construals, whereas abstract fear appeals can provide more generic details that stimulate
abstract construals. Furthermore, (2) concrete fear appeals can suggest that a threat is
proximate (i.e., imminent), thereby stimulating psychological proximity, which leads to
the formation of concrete construals. In contrast, abstract fear appeals suggest a general
threat, creating higher levels of psychological distance, which support the formation of
abstract construals. Multiple studies have shown that construal level can be influenced by
manipulations of message content (e.g., feasibility vs. desirability arguments, abstract
descriptions vs. concrete pictures) [e.g., 18, 29, 31] and by manipulations of psychological
distance [e.g., 16, 18, 42].

We uniquely posit that the recipient’s construal level influences the efficacy of a fear
appeal to stimulate appraisal perceptions. As laid out by PMT, fear-appeal appraisal is
primarily concerned with perceptions of threat, efficacy, and response perceptions. Such
perceptions are, however, informed by the recipient’s underlying construal [96]. Thus, it is
plausible that differences in construal level influence how a recipient judges and subse-
quently perceives threats and responses.

We thus specifically propose that PMT variables that are informed by judgments of
how one is at risk (i.e., through the constructs of threat severity and threat vulner-
ability) and how one can cope with this risk (i.e., through the constructs of response
efficacy and self-efficacy) will be informed by concrete construals. This is because
such judgments serve the purpose of assessing feasibility (i.e., how an event or action
will unfold). In contrast, PMT variables that are informed by judgments of why a risk
is desirable (i.e., maladaptive rewards) or why a response is undesirable (i.e., response
cost) will be informed by abstract construals. Thus, whether a message evokes
concrete or abstract construals will affect its capacity to stimulate specific appraisal
variables.

If this holds, concrete fear appeals will be more efficacious in raising threat percep-
tions. Research has shown that people focus more strongly on negative features when they
are described concretely [23, 24] and that describing negative consequences in fear appeals
increases_threat_severity perceptions [54]. Concrete construals have also recently been
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linked to increases in vulnerability perceptions [14]. Given that concrete messages are also
generally perceived to be more truthful [29], we propose:

Hypothesis la (Hla): Concrete fear appeals increase recipients’ perceptions of threat
severity.

Hypothesis 1b (HI1b): Concrete fear appeals increase recipients’ perceptions of threat
vulnerability.

We further propose that concrete fear appeals will be more efficacious in raising
response perceptions. Related research in marketing has already shown that concrete
fear appeals can lead to increases in response efficacy and self-efficacy [31]. It may be
that “seeing” the recommended behavior in a concrete message facilitates understand-
ing and thus leads to higher response and self-efficacy perceptions [102]. Other research
suggests that users’ perceived need to perform an activity sooner (i.e., proximate
psychological distance) may also lead to stronger self-efficacy beliefs [60]. Thus,

Hypothesis 1c (HIc): Concrete fear appeals increase recipients’ perceptions of response
efficacy.

Hypothesis 1d (H1d): Concrete fear appeals increase recipients’ perceptions of self-efficacy.

In contrast, we expect that concrete fear appeals will be less efficacious in raising cost
and reward perceptions. We thus propose:

Hypothesis 1e (Hle): Concrete fear appeals foster lower levels of maladaptive rewards than
abstract fear appeals.

Hypothesis 1f (HIf): Concrete fear appeals foster lower levels of response costs than
abstract fear appeals.

Based on later PMT research, it follows that increased threat severity and threat
vulnerability perceptions lead to increased fear [9, 27, 82]. Thus, if concrete threat
representations exert a positive effect on threat severity and threat vulnerability percep-
tions, fear should increase. Employees are more likely to experience fear when perceiving
that a spear phishing attack is imminent (vs. in the future), targeted at themselves (vs.
others), or may lead to devastating personal consequences (vs. vaguely defined conse-
quences). From a CLT perspective, the resulting concrete construals are associated with
fear responses [96]. Thus,

Hypothesis 1g (HQ1g): Concrete fear appeals yield higher levels of fear than abstract fear
appeals.

Finally, we predict that concrete threat representations will more readily elicit protection
motivation and compliance behavior. This logic follows from PMT’s prediction that per-
ceived threat severity, perceived threat vulnerability, and fear positively influence protection
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motivation [9, 27, 82]. From a CLT perspective, this argument is consistent with findings that
indicate that concrete (vs. abstract) threat depictions are superior motivators of avoidance
goals. For example, a study by Semin et al. [84] found that abstract messages are less
persuasive than concretely worded messages for protective purposes. In combination with
evidence that concrete messages are generally perceived as more truthful [29], we expect
concrete threat representations to be more persuasive. Finally, given that PMT conceptualizes
protection motivation as a predictor of subsequent behavior [95], we hypothesize:

Hypothesis 1h (H1h): Concrete fear appeals yield higher levels of protection motivation
than abstract fear appeals.

Hypothesis 1i (H1i): Concrete fear appeals increase actual security compliance behavior.

Difference between personal and organizational audiences

Next, we examine why the utility of PMT for explaining how fear appeals lead to
behavioral change may be context dependent. Notably, “theories in the social sciences
are not applicable irrespective of context” [13, p. 576]. Context is typically defined as the
“situational opportunities and constraints” [13, p. 386] that surround the phenomenon
under investigation [3]. Contextual factors may be powerful boundary conditions that
regulate the applicability of theories [13] by, for example, affecting the relationships
between variables [46]. Moreover, “no theory is always wrong or always right—all are
more or less relevant and helpful in different situations” [1, p. 1272]. However, the
situations to which this principle applies may be unknown, because theories developed
primarily in a single context are often agnostic regarding contextual factors, which
remain largely “unmeasured and unmentioned” [39, p. 112]. Consequently, PMT may
suffer from similar contextual constraints because it originated outside of ISec research;
constraints that are not yet fully clear may materialize when contextual boundaries are
traversed [13].

Interestingly, there seem to be no such constraints when applying PMT to the ISec
context with personal users. Multiple studies have found that PMT is useful for explaining
individual responses to personal security threats [e.g., 9, 66]. This may be the case because
personal security contexts are sufficiently similar to healthcare contexts in that the main
factors that influence a recipient’s behavior primarily concern the individual self. If this is
true, then PMT can be highly effective in such contexts because all its constructs are
related to self-perceptions. For example, PMT suggests that individuals’ behavior is driven
by perceptions of a threat to the self.

However, unspecified constraints may limit the utility of PMT when applied in ISec
contexts with organizational users, which are rich in higher-level factors that may influ-
ence individual attitudes and behaviors [12]. We assert that PMT does not account for
these factors, and that its power (utility) for explaining organizational users’ responses to
fear appeals may, therefore, be limited. Again, the appraisal factors of PMT relate
predominantly to the threat (i.e., threat severity), the response (i.e., response efficacy),
and their relationship to the self (i.e., threat vulnerability, self-efficacy, maladaptive
rewards, response cost). However, additional organizational factors also influence how
employees respond_to_fear appeals. For example, employees’ training, experience with
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phishing attacks, or their general attitude toward the organization may affect employees’
response to fear appeals. For instance, a study by Posey et al. [77] showed that PMT
predicts behavioral outcomes only among employees with strong affective organizational
commitment and, thus, introduces an organization-related factor that moderates the key
outcome of PMT. Other studies have shown that PMT can be extended by considering
factors such as workplace policies [8, 50], workplace norms [34], and peer behaviors [2].
Finally, some researchers claim that because organizational threats lack personal relevance,
fear appeals will not be as effective, especially in terms of generating fear [cf. 50, 101].
Thus,

Hypothesis 2 (H2): Responses of organizational users to fear appeals will be lower than
fear-appeal responses of personal users—manifesting in lower (a) threat, (b) fear, and (c)
protection motivation.

Study 1: Personal users

We test our theoretical model in the domain of spear phishing, because it is a pervasive
threat that can be relevant to individuals as well as organizations. Spear phishing is
a highly targeted, context-specific attack directed at specific groups of individuals or
organizations that aims to appear authentic to message recipients [99]. Spear phishers
attempt to exploit employees by sending emails that appear to be legitimate requests (via
social engineering) to elicit personal data necessary to access organizational systems and
data. Compared to other phishing techniques, spear phishing is considered more sophis-
ticated [38] and exponentially more dangerous to individuals [44]. Thus, spear phishing is
relevant to personal and organizational security.

Investigating the effect of fear appeals as a motivational strategy for mitigating spear
phishing is particularly promising because although firms often offer anti-spear-phishing
training, empirical evidence suggests that employees often fail to internalize their
security education [56, 78, 88, 89]. Thus, typical antiphishing training often does not
motivate employees, because it is often lengthy, disruptive, and onerous, thus making
typical training less motivating for users than more engaging training techniques [5, 88].
As a result, even trained individuals with advanced security knowledge fall prey to
phishing attacks, arguably because they are not motivated to apply the basic training
principles necessary to detect cues that a message is illegitimate [45, 100, 108]. Thus,
exploring how to craft concrete or abstract fear appeals to stimulate higher user
motivation in complying with security training affords opportunities to contribute to
an important problem.

Study 1 research design

To test H1, we began with an experiment conducted in a personal context. For this
experiment, we developed concrete and abstract anti-spear-phishing fear appeals,
deployed them, and measured participants’ threat perceptions, fear, and protection moti-
vation. Our treatments and measurements were reviewed by several ISec scholars and pilot
tested before the full data collection.
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Study 1 participants

Our targeted sample frame was personal users, referring to users that use computers for
personal purposes. To that end, we recruited computer users from Amazon Mechanical
Turk (MTurk) and solicited participation by offering a monetary incentive. Studies have
shown that results based on data gathered from MTurk are comparable to those based on
data acquired through other means [40, 65, 72, 91], but the key is taking careful steps to
increase data quality [58, 91], which we followed. We restricted the MTurk participant
pool to expert workers (workers with a record of providing quality data) who were
employed and based in the United States. Participants also had to answer the survey
using a computer, logically ensuring that we were recruiting computer users. We evaluated
participants’ attentiveness by employing multiple attention checks, monitoring the time
they spent on the survey and manipulations, and asking questions to ensure that the
manipulations were well received. Of the 112 responses collected, 28 were removed
because participants did not finish within the same day or took less than four minutes
to complete the entire instrument. The remaining 84 responses were sufficient to obtain
a statistical power of 0.8 for the detection of medium effects (Cohen’s d > 0.5) [25].
Participants spent an average of 15 minutes on the survey (Supplemental Online Appendix
3 provides the sample characteristics). The demographics were comparable between
treatment groups, indicating successful random assignment of participants to groups.

Study 1 procedures

The experiment was carried out via the online survey software Qualtrics, and the steps
were as follows: (1) Participants provided demographic information; (2) participants were
randomly assigned to the two treatment conditions and were shown the treatment videos;
and (3) participants were subsequently asked to answer a survey that captured their
perceived concreteness/abstractness of the received treatment (manipulation check) and
relevant psychometric constructs. Supplemental Online Appendix 2 provides operational
details of the procedures. We used videos to deliver our manipulations because video is
a familiar medium on the Internet and is a common and increasingly effective way of
delivering training [43]. Thus, in contrast to text manipulations, the use of videos allowed
us to increase the ecological validity of our experiment, which is an especially important
consideration in ISec research [59].

Study 1 manipulations
We constructed our abstract fear appeals by manipulating threat representation in two
ways. First, because abstract construals describe events with high-level features, we
described the threat of spear phishing using high-level terms that focus on desirability
(e.g., why spear phishing is dangerous) with high-level features (e.g., can severely affect
finances and reputation). These manipulations are in line with studies in the reference
literature that use desirability framing (e.g., “why”) [29, 35] and abstract language [55].
Second, because abstract construals are associated with high levels of psychological dis-
tance, we included terminology that indicated high psychological distance (e.g., “it’s
a threat that may hypothetically affect users around the world in the future”).* We
leveraged the relevant terms for low and high psychological distance from [4].

Likewise, we constructed our concrete fear appeals by manipulating our description of
spear phishing in two ways. First, we focused on the feasibility aspects by describing the
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threat in detail (e.g., how spear phishing works) and detailing low-level features (e.g., “a
criminal can take out loans under your name”). Second, we included language that
suggested low psychological distance (e.g., “it is a threat that may realistically affect you
here in the present”). The manipulations were pilot tested with MTurk participants and
deemed effective.

Our manipulations were delivered via animated videos that integrated text, images, and
voice-over speech. For each treatment, the fear appeal was delivered in two parts: The first
provided the threat manipulation, and the second detailed the coping recommendation.’
The lengths of the videos varied, because concrete threat representations require the
delivery of more detail than abstract threat representations. This is congruent with CLT,
which defines abstract construals as more “impoverished” than concrete construals [96].
We discuss potential confounds in the Limitations section, but felt this choice was
preferable over inflating the abstract treatment with unnecessary content that could
have impeded participants’ attention to our manipulation. Another study by Kohler [55]
chose a similar approach for creating concrete messages by adding more detail, thus
creating longer manipulations.

To ensure that only abstractness and psychological distance differed between the
treatments, we provided the same information on different abstract levels in both treat-
ments (e.g., “financial loss” in the abstract treatment was presented as “someone buying
goods with your credit card” in the concrete treatment). Supplemental Online Appendix 2
presents the scripts and links to the relevant videos. The treatments were previously
pretested in a pilot and deemed successful, but minor changes were made to improve
clarity.

Moreover, to assess the effectiveness of our abstractness and psychological distance
manipulations, we drew guidance on manipulation checks from [4, 35]. We thus asked
questions about whether the treatment was focused on the attributes and anatomy of
the threat (i.e., concrete) or the general desirability of the threat itself (i.e., abstract) [cf.
35]. Furthermore, we assessed participants’ psychological distance to the threat using
bipolar scales with related linguistics [4]. Our treatments were successful: We engen-
dered very large and large effects on perceived threat abstractness (AM = 1.95, p = 0.00,
Cohen’s d = 1.21) and threat psychological distance (AM = 2.13, p = 0.00, Cohen’s
d = 1.19).

Study 1 measurement and controls

We measured the PMT constructs of threat severity, vulnerability, maladaptive
rewards, response efficacy, self-efficacy, response costs, and protection motivation
based on the instrument developed in [47, 50]. We measured fear responses based
on [9]. The final behavior was observed (recorded) when participants chose to learn
more about phishing. We also included a marker variable to test and correct for
monomethod bias ex post facto [76]. Control variables were based on previous
literature on phishing and fear appeals and included gender, education, age, computer
use, computer self-efficacy in ISec, Web experience, ISec knowledge, suspicion, prior
antiphishing training, exposure to media, and prior phishing victimization (self and
others) [9, 63, 79, 109]. Supplemental Online Appendix 2 provides the full details of
the measurement instruments.
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Table 3. Study 1 MANCOVA results.

Treatment MANCOVA Results®
Abstract Concrete
Dependent Variables Mean (SD) Mean (SD) p-value Partial n?
Threat severity (H1a) 5.87 (0.88) 6.40 (0.68) 0.00 0.10
Threat vulnerability (H1b) 4.30 (1.58) 5.18 (1.27) 0.01 0.09
Response efficacy (H1c) 6.35 (0.58) 6.41 (0.69) 0.66 0.00
Self-efficacy (H1d) 5.70 (0.73) 5.56 (1.03) 0.45 0.01
Maladaptive rewards (H1e) 2.78 (1.50) 2.71 (1.72) 0.85 0.00
Response costs (H1f) 1.90 (0.87) 1.61 (0.82) 0.12 0.03
Fear (H1g) 3.19 (1.38) 3.92 (1.37) 0.02 0.07
Protection motivation (H1h) 4.39 (1.79) 5.21 (1.60) 0.03 0.06

Notes: MANCOVA, multivariate analysis of covariance.

Across the sample, all measured constructs in the model and the manipulation check
passed reliability (Cronbach’s a > 0.7) [61] and validity checks (convergent validity: AVE
> 0.5, discriminant validity: square root of AVE > interconstruct correlations) [61].
Multicollinearity was not an issue, as variance inflation factors were below 3.00 [30] and
item communalities were above 0.80. Based on the widely used correlation-based marker
variable approach with a theoretically unrelated variable [104], we ascertained that our
findings are robust to common method bias. See details in Supplemental Online
Appendix 3.

Study 1 results

H1 hypothesized that concrete fear appeals would increase fear-appeal outcomes. To test
H1, we analyzed our data using a multivariate analysis of covariance (MANCOVA) via
IBM SPSS v24. We ran the message as a fixed factor and included controls as covariates, as
shown in Table 3. Our results indicate that concrete fear appeals lead to increases in
perceived threat severity (p = 0.00), perceived threat vulnerability (p = 0.01), fear (p =
0.02), and protection motivation (p = 0.03) (Hla, H1b, H1lg, and Hlh are supported).
Importantly, these effects are of medium effect size. Our analysis shows no significant
effects of concrete fear appeals on maladaptive rewards, response efficacy, self-efficacy, and
response costs; thus, Hlc—f are not supported. This suggests that concrete fear appeals are
more effective than abstract fear appeals in stimulating threat perceptions, engendering
fear, and raising protection motivation. It is thus possible that message abstractness has no
influence on raising efficacy perceptions.

Study 2: Organizational users
Study 2 research design

To test whether these effects could be replicated among organizational users (H1) and
whether that organizational user context would itself have effects on fear-appeal appraisal
(H2), we replicated Study 1 using full-time employees at a large US university. Universities
often suffer from phishing attacks [110] and are thus a useful organizational context for
studying fear appeals. Prior to our study, the sampled university had significant issues with
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phishing attacks and consequently initiated extensive efforts to train staff and faculty. An
executive at the cybersecurity operations center (CSOC) emphasized:

phishing remains a persistent problem for the university with technical solutions only preventing
so many attacks. We continue to invest in training, warnings, and consulting to better defend
attacks that bypass technical solutions and help individuals understand this problem at the
university.

Moreover, the CSOC provided statistics showing that in 2019 there were 337,640 attempted
attacks. Of those attacks, 76.7%, or 286,582, were blocked by technical solutions. The
remaining 51,058 bypassed technical countermeasures; of those, 246, or less than 1%, were
responsible for university expenditures of approximately $490,000 (annually) devoted to
addressing this problem. The CSOC directly traced the handful of attacks that had direct
adverse financial effects on the university, which were caused by attacks that were able to
compromise and change bank routing information. In response to these attacks, the uni-
versity increased training frequency from annually to quarterly, disseminated mass campaign
warnings monthly or as needed, and implemented training on the importance of compliance
in protecting information during employee onboarding procedures.

Study 2 participants

The sampling frame of Study 2 was organizational computer users. In partnership with
the university’s chief information security officer and staff, we invited approximately
2000 staft and faculty (not students) from a large US university to participate in the
study. An a priori power analysis suggested that this sample size is sufficient to detect
medium effects (f = 0.25) with 80% confidence. Participation was solicited via emails
sent out by the university’s IT security function and were presented as part of the
regular training program employed by our research site, which thus increased the
probability that participants would perceive the solicitation email to be an authentic
organizational communication. The participants were randomly assigned to the treat-
ment conditions. Of the 222 responses obtained, we removed responses that did not
complete the survey on the same day, resulting in 179 usable data points. The average
time spent on the survey was 28 minutes; the fastest response took around 10 minutes.
An explanation for the longer survey duration of Study 2, as compared to Study 1, is
that the MTurk participants in Study 1 had more experience taking surveys than the
participants in Study 2. The demographics across the treatment conditions are compar-
able (see Supplemental Online Appendix Table 3.5 for demographics); thus, we con-
clude that randomization was successful.

Study 2 manipulations

We used the same fear-appeal manipulations and manipulation checks that were used in
Study 1. Consistent with Study 1, our fear-appeal abstractness manipulation yielded
significant and large to very large effect sizes on the users’ perceptions of threat abstract-
ness (AM = 1.84, p = 0.00, Cohen’s d = 1.41) and threat psychological distance (AM =
1.83, p = 0.00, Cohen’s d = 1.02).
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Study 2 procedures, measurement, and controls

The remaining procedures mirrored Study 1: The participants first provided their demo-
graphic information and were randomly assigned to abstract or concrete fear-appeal
conditions. Next, they received the fear-appeal treatment, and then answered the manip-
ulation check questions and responded to the PMT instruments. The overall measurement
was identical to that of Study 1. All construct measures for the PMT and manipulations
were over the 0.7 threshold for Cronbach’s a, except the threat feature (0.69). As in Study
1, all measured constructs exhibited convergent validity (i.e., AVE > 0.5) and discriminant
validity (i.e., square root of AVE > interconstruct correlations) [61]. Multicollinearity was
not an issue, as all construct variance inflation factors were again below 3.00 [30]. All item
communalities were above 0.80, and all correlations were within a reasonable range. Using
the correlation-based marker variable approach, we ensured that all findings were robust
to common method bias. Supplemental Online Appendix Table 3.7 provides the measure-
ment model statistics.

Study 2 Results

To determine whether concrete fear appeals also improve fear-appeal outcomes (H1) in
organizational contexts, we analyzed the data through a MANCOVA conducted in IBM
SPSS v24. Table 4 reports the results. Our results indicate that Hla, which posits that
concrete fear appeals improve threat severity perceptions, is supported in organizational
contexts (AM = 0.26, p = 0.05, n° = 0.02). We also found support for our claim that
concrete threat representations stimulate higher protection motivation (H1h) in organiza-
tional contexts (AM = 0.39, p = 0.04, n> = 0.02). Additionally, we found a significant
negative effect for (H1f), which posited the effect of concrete fear appeals on participants’
perceived response costs (AM = -0.30, p = 0.04, n* = 0.02). However, our results reveal no
significant effect of concrete messages on threat vulnerability (H1b) and fear (H1g) for
organizational users, indicating that user context may affect how people appraise ISec
threats and efficacy.

Personal vs. Organizational users
To further investigate the role of user context in recipients’ threat appraisals, we
compared the Study 1 and 2 data, which used identical manipulations and survey

Table 4. Study 2 MANCOVA results.

Treatment MANCOVA Results’
Abstract Concrete
Dependent Variables Mean (SD) Mean (SD) p-value Partial nz
Threat severity (H1a) 6.11 (0.8) 6.37 (0.79) 0.03 0.03
Threat vulnerability (H1b) 4.53 (1.43) 4.51 (1.62) 0.90 0.00
Response efficacy (H1c) 6.27 (0.67) 6.27 (0.65) 0.99 0.00
Self-efficacy (H1d) 5.15 (0.95) 522 (1.18) 0.63 0.00
Maladaptive rewards (H1e) 2.72 (1.47) 2.34 (1.36) 0.07 0.02
Response costs (H1f) 2.21 (0.98) 1.91 (0.96) 0.04 0.02
Fear (H1g) 3.94 (1.24) 3.91 (1.27) 0.85 0.00
Protection motivation (H1h) 5.30 (1.32) 5.70 (1.21) 0.04 0.02

Notes: MANACOVA, multivariate analysis of covariance.
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Table 5. MANCOVA results Study 1 vs. Study 2.

Concrete Org. User Concrete x Org. User
Construct AM  pvalue  p.n? AM  pvalue p.np?  AM  pvalue  p.n?
Threat severity (H1a) 0.35 0.00 0.05 0.13 0.30 0.00 0.50 0.19 0.01
Response efficacy (H1b) 0.02 0.72 0.00 -0.11 0.21 0.01 -0.08 0.72 0.00
Threat vulnerability (H1c) 0.26 0.03 0.02 -0.19 0.27 0.00 0.21 0.02 0.02
Self-efficacy (H1d) -0.01 0.79 0.00 -0.45 0.00 0.04 -048 0.40 0.00
Maladaptive rewards (H1e) -0.29 0.25 0.01 -0.21 0.28 0.00 -0.44 0.42 0.00
Response costs (H1f) -0.29 0.02 0.02 0.30 0.01 0.02 0.02 0.97 0.00
Fear (H1g) 0.22 0.04 0.02 0.40 0.03 0.02 0.72 0.02 0.02

Protection motivation (H1h) 0.55 0.00 0.04 0.73 0.00 0.05 1.30 0.27 0.00

Notes: MANACOVA, multivariate analysis of covariance. P. n? = partial n%; n> = 0.06 is considered a medium effect size and
n? = 0.14 a large effect size.

instruments. The identical research design established configural and compositional
measurement invariance, which enabled analysis of the differences between the data
sets through the introduction of an additional grouping factor [33]. We therefore
introduced the data source as a dummy treatment factor (personal vs. organizational
users) and analyzed the data using a MANCOVA via IBM SPSS v24. Including
demographic variables in the model would have led to endogeneity because the
assumption of independence between independent variables would have been violated.
Table 5 summarizes these results.

When controlling for the influence of context, we found that concrete fear appeals
lead to significant increases in threat severity (Hla), threat vulnerability (Hlc), fear
(H1f), and protection motivation (H1g). Beyond that, we found evidence supporting
H1f, which hypothesized that concrete threat representations decrease response costs
perceptions (AM = -0.29, p = 0.02, 5> = 0.02). This suggests that concrete fear appeals
make for stronger and more effective interventions than abstract fear appeals.

Sampling from organizational users instead of personal users affected fear-appeal
appraisal variables. We predicted that our fear appeal would evoke lower threat
severity and threat vulnerability (H2a), fear (H2b), and protection motivation (H2c)
among organizational users. When controlling for differences in message abstractness,
we found that the fear-appeal application led participants to report higher fear
perceptions (AM = 0.40, p = 0.03, q2= 0.02) and protection motivations (AM = 0.73,
p = 0.00, n’= 0.05), thus supporting H2c and H2d. This implies that organizational
users report higher levels of fear, response costs, and protection motivation than
personal users. However, this pattern did not hold for threat severity (H2a) and threat
vulnerability (H2a). For the response portion of PMT, we found that the organiza-
tional contexts yielded significant effects on self-efficacy (AM = -0.45, p = 0.00, n°=
0.04) and response cost (AM = 0.30, p = 0.01, n°= 0.02), which suggests that
organizational users perceive lower self-efficacy and response costs than personal users.

Considering the interaction between the two factors, we found significant effects
on threat vulnerability (AM = 0.21, p = 0.02, n’= 0.02) and fear (AM = 0.72, p = 0.02,
n°= 0.02), implying that the ability of concrete fear appeals to increase threat
vulnerability perceptions and fear is moderated by context. This finding may thus
explain why the associated hypotheses Hlc and H1g were significant in Study 1 but
not in Study 2.
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Study 3: Robustness check of construal-level manipulation

Although Studies 1 and 2 provide support for our hypothesis that message design
influences the efficacy of fear appeals, these studies have three limitations. First, the video-
based treatments differ in length, which may be a confounding factor leading to biased
results. Second, since these studies did not use behavior as an outcome variable, thus it
cannot be ascertained whether message design increases the likelihood that individuals
will comply with what is advocated in the fear appeal. Third, although Studies 1 and 2
provided support for our hypotheses, these studies did not explicitly test whether their
results were caused by the theorized mechanism of concrete and abstract fear appeals
influencing construal level.

To address these limitations, we performed a conceptual replication of the experiments
in the context of home network threats. Home network threats target the computer
networks of users’ homes (i.e., WiFi routers) and thus threaten users’ personal IT assets
that are connected to such networks. This replication required further modifications to the
research design of Studies 1 and 2 because it used text-based treatments of equivalent
length, measured dichotomous behavioral outcomes, and included further checks to assess
the influence of our treatments on construal level. Notably, although our modifications do
not present a threat to the validity of the replication, if our findings can be reconfirmed
using a modified methodology and a slightly different threat context, this would further
bolster the support for our hypotheses [70].

Study 3 research design

Study 3 participants and procedures
As in Study 1, we recruited from Mturk and offered a substantial monetary incentive.
This experiment was also conducted via Qualtrics. Again, following established guide-
lines, we restricted the participant pool to US citizens that had been verified as expert
workers with a track record for good data and we also employed attention traps [58, 91].
Given recent claims that foreign workers use VPNs to access the U.S. survey pool and
may even provide multiple responses,® we employed several additional sophisticated
measures to ensure high-quality data. These measures included checks for participants’
attention that requested answers to reverse-coded questions (e.g., comparing partici-
pants’ answers for “I'm organized” vs. “I'm disorganized”), English-proficiency screen-
ing questions (using grammar and vocabulary), evaluations of time spent on the
treatment, and open feedback analysis. After applying these quality assurance measures,
we were left with a total of 264 valid responses out of the 300 that we originally solicited.
Supplemental Online Appendix 3 details the demographics. The sample comprised
slightly more males than females (55%); the average participant was 37.4 years of age
and had a bachelor’s degree, 21.9 years of computer experience, and 19.2 years of
Internet experience. Between our treatment groups, we found no significant differences
regarding these sample characteristics, indicating that randomization was successful.
We employed the following experimental procedures: Participants were recruited via
Mturk and randomly assigned to one of two experimental conditions. Next, participants
received the fear-appeal manipulation and were subsequently presented with an option to
perform or decline to perform the recommended behavior. Then, participants were asked
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to answer a survey that captured their perceived concreteness/abstractness of the received
treatment (manipulation check) and relevant psychometric constructs before providing
demographic information.

We also chose to measure behavior immediately after the treatment and prior to any
other psychometric measures. We took this approach for two reasons. First, it helped
minimize the potential for treatment effects to dissipate before the outcome of interest
could be measured. Second, it helped preempt the threat that participants’ responses to
questionnaire items would bias their behaviors.” This design increased our confidence that
any potential findings regarding behavioral change could be legitimately attributed to the
treatment effects.

Study 3 manipulations

To address the video format as a potential threat to validity, we developed concrete and
abstract manipulations using text messages of similar length. Again, to develop concrete
messages, we constructed arguments that emphasized feasibility, whereas abstract mes-
sages were developed using arguments that emphasized desirability. This operationaliza-
tion closely follows existing research on CLT and persuasion [28, 31, 32]. In line with
PMT, we formulated “how vs. why” arguments pertaining to each PMT variable—threat
severity, threat vulnerability, maladaptive rewards, response efficacy, self-efficacy, and
response cost [9]. The messages were of similar length and provided the same number
of arguments.

Notably, we did not manipulate psychological distance but focused solely on providing
concrete and abstract messages. If our theorizing is correct, we expect that (1) concrete or
abstract messages will be sufficient to stimulate changes in construal level and elicit the
hypothesized effects, and (2) treatments that do not manipulate psychological distance will
have lower effects compared to treatments that manipulate both congruently (as did
Studies 1 and 2). We added a manipulation check to determine whether our treatments
yielded effects on the construal level. Supplemental Online Appendix 2 presents the
treatments and manipulation check measures. The manipulations led to significant differ-
ences in participants’ perceptions of message abstractness (p < 0.00) and construal
abstractness (p = 0.01). The effects of these manipulations were medium and small,
whereas the effects of the manipulation in Studies 1 and 2 were large (Supplemental
Online Appendix 3). The differences in effect sizes are may be due to the omission of the
additional manipulation of psychological distance, which, if true, would have implications
for how researchers should operationalize fear appeals.

Study 3 measurement and controls
Another purpose of this replication was to measure objective behavioral change. Prior
fear-appeal studies in the ISec context have never attempted to observe the effects of fear
appeals; the few studies that have measured behavior have used post hoc self-reported
measures [e.g., 9, 77]. In the absence of published research designs in the ISec literature to
guide our inquiry, we drew on research designs from the original healthcare literature,
which typically assess dichotomous behavioral outcomes (i.e., whether or not a recipient
complied with a fear appeal) [68].

In doing so, it is important to note that the purpose of a fear appeal is primarily
motivational to encourage performance of a specific behavior [80, 81]. Consequently, fear
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appeals are commonly used to encourage recipients to perform simple behaviors, such as
“apply sunscreen” or “get a preventive skin cancer examination” [95], but typically do
not include detailed instructions on how to perform these behaviors, aside from encoura-
ging general efficacy. Similarly, ISec fear appeals typically recommend behaviors that
recipients can develop the efficacy to perform, assuming they are motivated to do so
through threat. Examples are ISec fear appeals that encourage people to “always log off
your computer” or “perform a password change” [50]. Thus, if fear appeals are to be
evaluated in terms of behavioral outcomes, these outcomes must be clear and unequi-
vocal so that participants’ motivation can be isolated as the primary determinant of
behavior performance.

Accordingly, we observed whether participants followed a link for vulnerability scanner
software. We maintain that it can be assumed that each participant could follow a link to
a landing page, especially because we recruited participants via a Web portal. This
behavior thus meets the aforementioned criteria for what behavioral changes can prag-
matically be measured based on fear-appeal treatments. Moreover, a participant following
a link is a meaningful behavioral outcome, as corroborated by the practice of using clicks
to measure the effectiveness of advertisements. Google charges its advertisers $1-2 per ad
click [85], and we can assume that advertisers would be unwilling to pay for such clicks if
they did not meaningfully convert into sales. Thus, we apply the same logic here and
surmise that it is a particularly meaningful outcome to show a participant chose to visit
the intended website.

To measure the psychometric PMT constructs, we used the same tested instrument
used in Studies 1 and 2. However, Study 3 required some item-level adaptation
because we changed the context of the study from spear phishing to home network
threats. Furthermore, because the participants in Study 3 performed the behavior prior
to the measurement of protection motivation, we changed the wording of that mea-
surement to reflect the intentions present when the behavior was changed. Study 3
measured the same covariates and demographics as Studies 1 and 2. The measurement
instrument validity statistics indicated high reliability and validity; specifically, the
measurement statistics for all constructs yielded a Cronbach’s a above the 0.7 thresh-
old and AVE scores above the 0.5 threshold [61]. Furthermore, our measurements
indicated discriminant validity in that the square root of AVE for each construct was
smaller than all possible interconstruct correlations [61]. Multicollinearity was unpro-
blematic: variance inflation factors were again below 3.00 [30] and item communalities
were again above 0.80. Further measurement details are provided in Supplemental
Online Appendix 3.

Study 3 data analysis and results

Study 3 MANCOVA

We began our analysis by testing the effect of message abstractness on PMT variables
(Table 6). Again, we performed a MANCOVA using IBM SPSS v24 and found that
concrete messages lead to significant effects on threat vulnerability (p = 0.02), response
cost (p < 0.05), fear (p = 0.00), and protection motivation (p = 0.03). These findings
support Hlc, H1f, Hlg, and H1h, respectively.
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Table 6. Study 3 MANCOVA results.

Treatment
Abstract _Concrete. MANCOVA Results'
Dependent Variables Mean (SD) Mean (SD) p-value Partial n2
Threat severity (H1a) 5.46 (1.06) 5.74 (0.98) 0.11 0.01
Threat vulnerability (H1b) 4.31 (1.16) 4.63 (1.08) 0.02 0.02
Response efficacy (H1c) 5.44 (1.02) 5.66 (0.95) 0.38 0.00
Self-efficacy (H1d) 4.86 (1.01) 5.10 (1.07) 0.21 0.01
Maladaptive rewards (H1e) 3.56 (1.24) 3.38 (1.13) 0.32 0.00
Response costs (H1f) 3.06 (1.22) 2,64 (1.17) 0.05 0.02
Fear (H1g) 4.50 (1.3) 4.96 (1.28) 0.00 0.03
Protection motivation (H1h) 3.54 (1.7) 4.10 (1.64) 0.03 0.02

Notes: MANCOVA, multivariate analysis of covariance.

Study 3 binary regression

Next, we explored whether our manipulations influenced participants’ behavior. We
observed participants’ behavior as a binary outcome (i.e., whether they followed the fear
appeal’s recommendation). Our descriptive statistics suggest that, across treatment con-
ditions, substantially more participants (145 out of 264, or 55%) chose to perform the
recommended behavior (Table 7). Furthermore, the descriptive statistics suggest that more
participants in the concrete condition (61%) were willing to comply with the fear appeal
than in the abstract condition (41%).

To test whether concrete messages lead to different behavioral outcomes, which we
observed as a dichotomous variable in our research design, we estimated and evaluated
a binary logistic regression model (Table 8), following established guidelines [73]. In the
estimation, we could not include PMT variables, because they are influenced by the
message treatment and are therefore not independent—a core assumption of regression
models. Thus, we included message abstractness as a factor and our control variables as
covariates. The estimated model yielded a X2 (11) of 41.73 (p < 0.00), indicating that the
model describes the data better than an intercept-only model. The Wald’s x* scores also

Table 7. Description of response variable.

Complied with Fear Appeal? Abstract Concrete Total
No (coded as 1) 84 35 119
Yes (coded as 2) 58 87 145
Summary 142 122 264

Table 8. Binary logistic regression.

Predictor B Wald's ¥ df p Exp (B)
Constant 0.02 0.00 1 0.99 1.02
Message abstractness -1.31 21.80 1 0.00 0.27
Gender -0.09 0.09 1 0.77 0.92
Age 0.00 0.00 1 0.99 1.00
Education -0.24 3.28 1 0.07 0.79
Job in IT? 0.01 0.16 1 0.69 1.01
Computer experience -0.02 0.26 1 0.61 0.98
Internet experience 0.08 3.03 1 0.08 1.09
Web experience 0.04 1.50 1 0.22 1.04
Suspicion -0.11 0.93 1 0.34 0.90
Risk 0.20 0.49 1 0.49 1.22
ISec_computer self-efficacy 0.00 0.00 1 0.98 1.00
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indicate that only message abstractness (p < 0.00) significantly predicted the dichotomous
behavioral outcome. Two other predictors—namely, education and Internet experience—
came close but did not surpass the 0.05 confidence threshold. We assessed goodness-of-fit
through the Hosmer-Lemeshow (H-L) test [41] and Nagelkerke’s pseudo R% The H-L test
yielded a x* (8) of 4.82 and was insignificant (p = 0.78), indicating that the model fits the
data well, as there were no significant differences between the observed and predicted
outcomes [73]. Nagelkerke’s R* yielded 0.20, suggesting that the model explains 20% of the
variance in participants’ behavior. Overall, this suggests that the model is useful for
explaining participants’ behavior. Specifically, we found that message abstractness yields
a negative effect (B = -1.31, p < 0.00) on the likelihood of participants to comply with the
fear appeal. The probability indicated that individuals in the concrete condition had
a 78.8% probability of following the link to download the vulnerability scanner. We also
found a discrete increase of 27.4% in the probability of following the link when including
this condition (average marginal effect of the treatment). Collectively, these results support
H1i, which proposes that concrete fear appeals increase compliance behaviors."'

Discussion

Fear appeals, which combine a message of threat and efficacy, are increasingly being used
for personal and organizational security in both research and practice. Unfortunately, the
results in various ISec contexts have been mixed and even contradictory, and a debate has
emerged on whether the use of fear is appropriate in personal or organizational security
contexts. Our research addresses these issues and proposes that differences in the degree of
message abstractness (i.e., abstract vs. concrete) and context (i.e., personal vs. organiza-
tional) can explain and resolve these controversies. To test our theorization, we conducted
a series of three experiments, which support most of our hypotheses. We conclude this
manuscript by summarizing these results and exploring their implications for research,
theory, and practice.

Summary of results

We began by testing the effects of degree of message abstractness (i.e., abstract versus
concrete) on fear-appeal effectiveness. We found considerable evidence for the efficacy of
concrete fear-appeal messages across all three experiments (see Table 9). In Study 1
(conducted in a personal context), we found evidence that concrete messages improve
a fear appeal’s efficacy to stimulate threat severity (H1a), threat vulnerability (H1b), fear
(H1g), and protection motivation (H1h). In Study 2 (a replication of Study 1 conducted in
an organizational context), we found evidence that confirmed these effects on threat
severity (H1a) and protection motivation (H1h) and also found new evidence of an effect
on response cost (H1f). In Study 3, (a conceptual replication with personal users that was
designed to further probe the fear-appeal effects on behavioral change), we found further
evidence that confirmed the effects on threat vulnerability (H1c), response cost (H1f), fear
(H1g), and protection motivation (H1h). We also found that concrete fear appeals more
effectively stimulate actual behavior than do abstract fear appeals (H1i).

We conclude that the degree of fear-appeal message abstractness has a consistent
influence on both intentions and behaviors and concrete fear-appeal messages are more
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Table 9. Overview of results of message abstractness.

Study 1: Study 2: Study 3:

Hypotheses Personal Organizational Replication
H1a: Concrete FA — Threat severity (+) Supported Supported Not supported
H1b: Concrete FA — Threat vulnerability (+) Supported Not supported Supported
H1c: Concrete FA — Response efficacy (+) Not supported Not supported Not supported
H1d: Concrete FA — Self-efficacy (+) Not supported Not supported Not supported
H1e: Concrete FA — Maladaptive rewards (-) Not supported Not supported Not supported
H1f: Concrete FA — Response costs (-) Not supported Supported Supported
H1g: Concrete FA — Fear (+) Supported Not supported Supported
H1h: Concrete FA — Protection motivation (+) Supported Supported Supported
H1i: Concrete FA — Compliance behavior (+) n/a n/a Supported

Notes: Supported = The evidence suggests a statistically significant effect (p < 0.05); Not supported = The collected
suggests that the effect is insignificant. ' Note: Mixed findings can be due to a lack of statistical power. Thus, when the
data is pooled, statistical power increases and effects can become significant.

effective than abstract messages. These differences alone can readily explain many of the
conflicting literature findings. The findings of Study 1 and Study 2 that were confirmed by
Study 3 provide especially compelling evidence for the generalizability of the related
hypotheses, because replication with modified research designs is a sign of robustness
[70]. The only hypotheses that could not be corroborated in any of our experiments were
related to effects on response efficacy (Hlc), self-efficacy (H1d), and maladaptive
rewards (Hle).

Next, we tested whether context (i.e., personal versus organizational settings) influ-
enced the efficacy of our fear appeals by comparing the results obtained in Study 1
(personal users) and Study 2 (organizational users). This was possible because Study 2
was a methodologically identical replication of Study 1. Our findings showed that parti-
cipants from Study 2 responded with higher fear and protection motivation than partici-
pants from Study 1. Crucially, participants from Study 2 were organizational employees,
whereas participants from Study 1 were personal users. Thus, this finding contradicts the
hypothesis (H2) that fear appeals may fail to elicit fear and protection motivation among
organizational users—an argument that motivated this study, as this is a common claim in
the literature that has not been properly tested. Importantly, this finding is not
a theoretical contradiction: the theoretical crux of an effective fear appeal is that it must
be personally relevant to stimulate fear; correspondingly, we show that concrete fear
appeals help stimulate fear and the desired protective response. Moreover, we found
that organizational users voiced lower self-efficacy perceptions but higher response cost
perceptions. Both findings are congruent with the broader fear-appeals literature, as they
indicate that people struggle more significantly with ISec at work than in their personal
lives—another reason that concrete versus abstract appeals are important. Moreover, we
found an interaction effect between message abstractness and the sampling population.
Specifically, we found that concrete messages help improve threat vulnerability percep-
tions and subsequent fear among organizational users.

Implications for research and practice

Our research makes several original contributions to ISec research. Although many studies
have asserted that there is a need for strong fear-appeal manipulations [e.g., 9, 95, 107],
our work uniquely reveals what constitutes a strong ISec manipulation. Namely, we show
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that the degree of message abstractness consistently influences outcomes in a predictable
way, such that concrete fear-appeal messages are more effective in stimulating appraisal
variables and fostering behavioral change than abstract ones. Notably, the effects of
message abstractness have not been considered in extant ISec fear-appeals research [e.g.,
9, 50, 64, 66, 98, 101]. This finding thus substantially extends research and practice
understanding of how fear appeals exert their effects on behaviors, because we show
that message designers not only need to be concerned with what information is presented
in fear appeals (which is explained by PMT) but also about how the information is
presented in terms of degree of abstractness. Importantly, the effect sizes we observed
were generally of a medium magnitude (see Study 1, Study 2, and Study 3 MANCOVA
results), which means that not only is degree of abstractness a statistical significant
consideration, it has substantial and meaningful influence on perceptual constructs and
actual security behaviors (i.e., concreate fear appeals greatly increase actual security
behaviors). This provides compelling evidence that message design for concreteness
could be highly efficacious in changing actual security behaviors in practice.

Understanding the effect of fear appeal message’s abstractness is of further scientific
and practical utility [19], because it (1) informs the debate on the conflicting findings
currently riddling the ISec literature and (2) may transform the way practitioners and
researchers operationalize fear appeals. First, the notion of message abstractness provides
a new perspective on why the ISec fear-appeals literature has produced mixed findings.
For example, one argument has been that fear appeals lack personal relevance among
organizational users and will thus be ineffective in raising threat perceptions and fear [50,
66, 101]. To support this argument, Warkentin et al. [101] conducted an fMRI experiment
and provided results that they used to argue that fear appeals may fail to elicit fear
responses in organizational contexts. However, this argument is tenuous because their
evidence was gathered using highly invasive and unnatural fMRI responses with MBA
students in a nonorganizational setting—a setting which could readily be dismissed as
ecologically invalid [59] and not personally relevant, and thus not appropriate for studying
the relevance of threat and fear in any fear-appeals approach [ie., 27, 62, 82, 106, 107].
More problematically, given our original theorization, it also turns out that Warkentin
et al. [101] used highly abstract fear appeals to make fear claims. In juxtaposition to their
claims and evidence, in three experiments, we find corroborating evidence that abstract
fear appeals—again, as used in the Warkentin et al. [101] study—are less effective in
eliciting fear. Moreover, our findings show an interesting interaction effect in that the
effect of message abstractness may even be enhanced among organizational users. Thus,
our findings suggest that mixed findings should not be attributed to differences in context
alone but to a combination of message and contextual factors.

Importantly, whereas prior research has often blamed “context” for differences but
never articulated how context affects PMT appraisal variables [48, 50, 101], this study is
the first to shed light on what appraisal factors are affected and how. Our findings show
significant differences in how participants respond to fear appeals. This is a unique
contribution of our research, which is the first to compare results based on data collected
from identical fear-appeal applications among personal and organizational users.
Specifically, our findings suggest that organizational users respond with lower perceptions
of self-efficacy than personal users but higher perceptions of response costs, fear, and
protection motivation. Thus, our research provides evidence of differences in how fear
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appeals are appraised. Our findings show that there are indeed contextual differences
when using fear appeals, especially in comparing personal and organizational contexts. As
we have asserted, some of these differences can likely be attributed to organization-level
factors that are currently not included in PMT. Our findings indicate that participants
perceived lower perceptions of self-efficacy and higher response costs, both which nega-
tively influence the persuasiveness of fear appeals. Thus, addressing these two factors may
be particularly helpful in improving fear appeals that target organizational users.

Moreover, understanding how to integrate concrete threat and eflicacy representations
to create effective fear appeals is of scientific and practical importance because this
influences how fear is generated and influences subsequent behavioral responses. This is
especially fundamental, given that many extant ISec studies have unwittingly relied on
abstract fear appeals. Furthermore, guidance on how to create strong fear appeals through
concrete message design is missing. To provide needed guidance, we offer three design
principles, rooted in CLT, and our empirical evidence for how to create effective fear
appeals by representing threats concretely (Table 10). To develop strong fear appeals, we
recommend crafting concrete messages with a focus on feasibility that explain—or literally
show—the target audience how they are at risk (for instance, by giving concrete examples
that illustrate an otherwise abstract threat). Then, in line with showing how a threat
works, we recommend describing how the threat leads to negative consequences. Finally,
we recommend specifying threats as being psychologically close by using language that is
associated with psychological proximity rather than generic and abstract language. Our
evidence suggests that following these guidelines will lead to more effective fear appeals.
Using these guidelines, fear-appeal researchers can craft better experimental manipula-
tions and practitioners can build more effective interventions.

Finally, we provide further evidence of fear appeals’ potential to influence ISec-related
behaviors. Few studies have reported such evidence in the ISec domain [e.g., 9, 77],
perhaps because of the difficulty of observing behavior in this setting. Our discussion of
the requirements for research designs that study behavioral outcomes, as well as our
operationalization of such research designs, may inform future research seeking to include
observed behaviors in their research designs. If researchers do this, it will improve the
ability of the ISec literature to examine the effects of fear appeals on appraisal and
behaviors.

Limitations and future research

Our research has several limitations that provide compelling research opportunities. First,
is possible that the participants in Study 2 evaluated the spear phishing threat as primarily
a threat to themselves and not to their organization. Although we took steps to construct
clear and unequivocal fear-appeal treatments that were communicated by the CISO’s
office, some participants may have responded as they would have in a personal context.
This was unavoidable, as we needed virtually perfect invariance in our research design to
compare the results from Studies 1 and 2 and thus could not change the treatments.
Because this is the first study to report such evidence, we encourage future research to
corroborate these findings with evidence from modified research designs. The conundrum
here is that all major fear-appeals research and theories insist that for a proper threat-
appraisal _process to _occur, the threat must be personally relevant. Thus, it would be
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Table 10. Theory- and evidence-based guidelines for designing more effective 1Sec fear appeals.

Examples (+ = positive, do this; - = negative, do not
Guideline Description do this)

1. Depict fear appeals Focus on how instead of why: lllustrate  Explain how the threat puts recipients at risk
concretely (show, the threat with detail and give examples. (+): “How does spear phishing work? It begins with
do not tell). a new email in your inbox that claims to be from

a well-known brand, such as Wells Fargo, but is in
fact from a criminal. It will typically look genuine
and feature your name, a catchy subject line, and so
on.”

Instead of generically saying why a threat is
a dangerous (-): “Why is spear phishing
dangerous? It is deceptive because it attempts to
trick victims into disclosing their information.”

2. Specify concrete Use vivid examples to show how the Explain how the threat leads to concrete
negative threat leads to negative consequences.  negative consequences (+): “Once you click the
consequences. link in the email, the criminal will have access to

your personal information, and he/she can wreak
havoc on your finances and reputation. Consider
these examples: The criminal uses your information
to buy goods with your credit card, borrow money
under your name, or disseminate child pornography
using elements of your web identity, such as your
social media or email address.”
Instead of naming general negative
consequences (-): “After the criminal gains access
to private information, the consequences are often
severe and typically affect finances and reputation.”
3. Specify a concrete  Clearly describe the steps that must be  Explain how the concrete response is

response taken to protect against the threat. performed and helps mitigate the threat (+):

procedure. “In the first step, you need to learn the common
clues that distinguish spear-phishing attacks. There
are several clues that will indicate that the email is
bogus. One example is the use of a forged sender’s
email address. Sometimes criminals will forge
a look-a-like address from which they send the
email to conceal its true origin. A first key step here
is to always be aware of the identity and emails of
important people and organizations you routinely
correspond with via email. Everything else should be
treated with heightened suspicion.”
Instead of giving generic mitigation advice (-):
“Identifying spear-phishing attacks can be easily
done by learning the common cues that typically
reveal spear-phishing emails. Look out for anything

suspicious!”
4. Convey Convey that a threat/response is Convey that the threat is proximate and an
psychological proximate temporally, socially, spatially, urgent response is needed (+): “For you, in your
proximity. and hypothetically. current environment, spear phishing is a realistic

and likely threat—one that, statistically speaking,
has already affected you and will affect you again
soon. Thus, learning how to avoid spear phishing
attacks is something you need to urgently learn to
do soon, or you will fall victim and may not even
know it.”

Instead of using generic statements that
convey distal threats/responses (-): “This means,
in general, that all Internet users are potentially
endangered by spear phishing attacks. Thus, all
Internet users around the world need to learn how
to prevent spear phishing attacks.”

Notes: The examples are modified from the manipulations used in Study 1 and Study 2. Although our findings on
specifying concrete responses were not as conclusive over the course of three studies, we include them here because our
theory applies in principle to the threat and response portion of a fear appeal.
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particularly useful for employees to perceive spear phishing attempts in their organiza-
tions as personal threats, but this could lead to some unintended negative consequences
for other security efforts that employees may view more as organizational threats that have
little personal relevance.

Second, although this study was contextualized to an actual organization, the results
may not generalize to all organizations. Although academic institutions have been used
extensively in prior ISec organizational research [e.g., 15], the corresponding results may
not apply well to for-profit organizations. Thus, organizational type is another contextual
variation that should be considered in future research. As a related contextual considera-
tion, previous ISec PMT research that did not use fear appeals found that employees with
higher organizational commitment experienced higher threat, efficacy, and protection
motivations than those with lower organizational commitment [77]. Recent research has
also shown that other positive and negative emotions, aside from fear, can also influence
employees’ security behaviors [11, 20]. Thus, more contextualized construals research
should be conducted that considers other emotions involved in threat and coping
responses and other personal and organizational contextual factors, such as organizational
type or organizational commitment.

Third, aside from considering the organizational context, there is a need to examine the
utility of CLT-based fear appeals in additional ISec contexts. For instance, research claims
that individuals typically become habituated to information-system security warnings and
disregard them [97]. CLT could enable researchers to determine whether concrete security
warnings in conjunction with specified concrete responses are more effective in gaining
the attention of habituated users. For example, in the healthcare literature, which typically
uses concrete fear appeals, such concrete messages have been shown to prevent users from
becoming habituated due to frequent exposure [21]. We believe that a similar line of
research would be especially useful for the ISec practice that seeks to keep users from
habitually ignoring security warnings. This is also where ISec fear-appeals researchers may
be too focused on PMT, given that an alternative theory, the extended parallel process
model (EPMM), is available that explains both adaptive and maladaptive responses in
parallel [105-107]. The EPPM could thus be more effective in dealing with a habituation
context and other contexts where negative outcomes are common.

Fourth, although our evidence supports the conclusion that concrete fear appeals are
more efficacious than abstract fear appeals in stimulating threat perceptions, our findings
on the effects of response perceptions were not as conclusive. That said, this might be
a confound from our context, because we studied a simple behavior; thus, further efficacy
considerations may not have been a highly important factor for performing the desired
response in our context. Moreover, threat appraisal and response appraisal involve
different cognitive mechanisms and the coping appraisal may be more complex in
organizational settings because of competing roles and organizational demands that can
undermine efficacy and increase response costs. This would be especially relevant for
desired security responses that are more time-intensive and complex. Thus, we surmise
that more work needs to be done to develop principles for crafting fear appeals that raise
efficacy under different levels of behavioral response complexity and when the behavioral
response may be in conflict with an employee’s traditional role.

Although we show strong empirical evidence of contextual differences between perso-
nal and organizational context, some of the contextual differences might be explained by



750 (&) SCHUETZ ET AL.

differences between our sample populations. Our sample populations differed in terms of
prior training, frequency of phishing alerts received, and personal experience with phish-
ing victimization (see Supplemental Online Appendix Table 3.8). Other studies have also
identified further isolated other organizational factors that appear to matter (e.g., organi-
zational commitment, workplace environment). Consequently, we suggest that more in-
depth future research and theorization should be conducted to further examine contextual
differences in organizations versus contextual differences in employees.

Another research opportunity is leveraging CLT to contextualize a wider range of
security measures employed by organizations. A CLT perspective could help managers
understand how users react to being informed of potential threats to organizations
through, for example, “red hat” training exercises or actual “black hat” incursions. For
instance, although many security organizations provide technical solutions that provide
threat visualizations to cybersecurity departments, these systems simply point out poten-
tial cyberattacks without contextualizing them to the client’s organization. Research needs
to examine whether tools become more effective as they grow more apt at presenting
concrete or abstract ISec messages to employees, be they expert IT personnel or part of the
more general employee population. Moreover, the most sophisticated organizations have
moved to carefully coordinated cyberthreat-intelligence initiatives (CTI) that not only
examine threats comprehensively but use also advance intelligence to predict and thwart
potential unknown threats [86]. No one has offered strong behavioral solutions that
couple with CTI, and construals could be part of the answer. Such research could offer
additional insights into how to help cybersecurity departments prioritize, identify, and
combat complex cyberattacks.

Conclusion

We examined whether context and message abstractness could explain the mixed findings
across the ISec literature. Although extant research has speculated that organizational
contexts reduce the effects of fear appeals, we found that fear appeals lead to higher levels
of fear and protection motivation among organizational users. We conclude that differ-
ences in context alone cannot account for the mixed findings among ISec fear-appeal
studies and found significant effects related to the degree of message abstractness, with
concrete fear-appeal messages being most effective. Thus, message abstractness helps to
explain some of the conflicting findings in the previous literature, which has often relied
on either no or weak (abstract) fear appeals. Our study provides evidence of the impor-
tance of crafting concrete fear appeals and offers specific guidance on how to do so.

Notes

1. CLT has been applied sparsely in business research, with limited applications in informa-
tion systems (IS), management [7], and marketing [35]. In IS, a few studies have applied
CLT to recommendation systems [55, 87], adoption [103], user innovation [51], or online
forums [75].

2. For example, an abstract construal would describe phishing attacks in generic terms (e.g.,
“phishing is dangerous”), whereas a concrete construal would describe the danger of
a phishing attack in more specific terms (e.g., “phishing emails will often ask you for personal
and risky information, such as your credit card information”).
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For example, an abstract construal would represent spear phishing with high-level features,
such as “dangerous,” which would help indicate why someone should avoid spear phishing.
In contrast, a concrete construal would represent spear phishing with low-level features, such
as “requests your credit card information,” which would indicate how one can avoid spear
phishing—thus increasing the recipient’s beliefs about their ability to detect phishing.

. These are not the actual manipulations but example statements using the wording (ie.,

linguistics) of the manipulations to illustrate their logic. The actual manipulations can be
found in Supplemental Online Appendix 2.

. The response part of each fear appeal was designed to be consistent with the threat

manipulation. We tested a possible confounding effect of these abstract or concrete response
videos using separate manipulation checks but did not find any significant effect on partici-
pants’ threat perceptions or other dependent variables.

. M° > 0.06 is considered a medium effect size and n*> > 0.14 a large effect size. The

following covariates were significant: Participants’ protection motivation was significantly
affected by media exposure (p = 0.00), previous phishing alerts received (p = 0.01), age
(p = 0.00), and computer experience (p = 0.02). Threat severity was affected by computer
self-efficacy (p = 0.01), and fear by gender (p = 0.04).

n® > 0.06 is considered a medium effect size. The following covariates had significant effects
on PMT variables: Participants’ protection motivation was affected by their weekly time spent
reading about products and services on the Internet (p = 0.00) and their media exposure (p =
0.00). Threat severity significantly covaried with participants’ weekly time spent reading
about products and services on the Internet (p = 0.03). Fear was affected by participants’
media exposure (p = 0.02). Participants’ prior experience with phishing emails affected
response cost perceptions (p = 0.05).

See the following blog post: https://blog.turkprime.com/after-the-bot-scare-understanding-
whats-been-happening-with-data-collection-on-mturk-and-how-to-stop-it

. For a discussion of how questions can influence participants’ responses, see Perdue and

Summers [74].

n® > 0.06 is considered a medium effect size and n> > 0.14 a large effect size. The following
covariates were significant: Gender affected threat severity (p = 0.02), response efficacy (p = 0.02),
and maladaptive rewards (p = 0.04). Age affected response cost (p = 0.03). Education affected
response cost (p = 0.01) and response efficacy (p = 0.03). Job in IT affected fear (p = 0.02). Web
experience affected protection motivation (p = 0.01). Risk affected threat severity (p = 0.03),
response cost (p = 0.02), and maladaptive rewards (p = 0.00). Finally, computer self-efficacy
affected threat severity (p = 0.01), maladaptive rewards (p = 0.01), protection motivation
(p = 0.03), response cost (p = 0.00), self-efficacy (p = 0.00), and response efficacy (p = 0.00).
We present the logit, odds, probabilities, and marginal effects for interpretation of the results of
binary logistic regression. Specifically, we follow past recommendations using binary logistic
regression indicating that the marginal effects allow for better interpretation of the beta
coefficient [37, 45, 108], as odd are often misinterpreted [52, 71]. Due to the use of the logistic
function, the predictor variable does not have a consistent linear effect on the predicting variable
and the relationship variable is dependent on the other predictor variables [37]. Accordingly, the
marginal effect allows us to isolate the relationship and interpret the discrete change in
probabilities from the treatment while assuming the other predictor variables are not present.
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